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Abstract—We consider the use of selective-retransmission automatic repeat request (ARQ) protocols to improve communication
performance on partial-time jamming channels. The schemes
that we propose are based on reliability-based hybrid ARQ
(RB-HARQ), in which the set of bits to be retransmitted is adaptively selected based on the estimated a posteriori probabilities at
the output of a soft-input, soft-output decoder. For channels with
bursty partial-time jamming, the RB-HARQ techniques are particularly appropriate because these techniques can identify which
symbols need to be retransmitted, and the bursty nature of the
jamming reduces the overhead required to relay this information
to the source. We extend our reliability measure to incorporate not
only a posteriori probability information but also estimates of the
probability that a bit was jammed. We compare the performance
of the proposed scheme with that of conventional approaches, in
which a predetermined set of bits is retransmitted in response to
a packet failure. The results show that RB-HARQ schemes can
achieve higher throughput than these conventional approaches in
several scenarios.
Index Terms—Automatic repeat request (ARQ), hybrid ARQ,
jamming mitigation, maximum a posteriori (MAP) decoding, softinput–soft-output decoding.

I. INTRODUCTION

H

OSTILE jamming can severely disrupt wireless communications. The typical responses to such disruptions are
retransmissions through automatic repeat request (ARQ), ARQ
with adaptation of the signaling parameters [1]–[4], and adaptation in the network layer [5]–[9]. Most of the previous work
identifies that adaptation is the key to responding to jamming.
However, in each of these works, traditional ARQ is assumed.
Although traditional ARQ is adaptive in the sense that retransmissions only occur when a packet is in error, it is nonadaptive in the sense that the response to a packet error is fixed:
the entire packet should be retransmitted. Even if hybrid-ARQ
is used, the response adapts neither to the reliability of the received packet nor to the set of symbols that was jammed. The
performance of Type-I hybrid ARQ protocols in a slotted direct-sequence code-division multiple-access network operating

Manuscript received April 15, 2004; revised January 24, 2005. This work
was supported in part by Department of Defense (DoD) Multidisciplinary University Research Initiative administered by the Office of Naval Research under
Grant N00014-00-1-0565 and in part by the National Science Foundation under
Grant ANI-0220287. This paper was presented in part at the 2004 IEEE Military Communications Conference, Monterey, CA.
The authors are with the Wireless Information Networking Group,
Department of Electrical and Computer Engineering, University of Florida,
Gainesville, FL 32611-6130 USA (e–mail: jshea@ece.ufl.edu).
Digital Object Identifier 10.1109/JSAC.2005.845402

in a hostile jamming environment is examined in [10]. The effect of jamming on the throughput of a HARQ protocol is also
studied in [11] and [12].
In [13], a reliability-based hybrid ARQ (RB-HARQ) algorithm is proposed that is truly adaptive. In RB-HARQ,
soft-input–soft-output decoders are used to identify which
bits in a received packet are unreliable, and retransmissions
are requested for only those unreliable bits. By requesting
information for the unreliable bits, the performance of the
decoder can improve more quickly than if a fixed HARQ
scheme is used. The performance of RB-HARQ using turbo
codes and convolutional codes over additive white Gaussian
noise (AWGN) channels is shown in [14] and [15], respectively.
Another RB-HARQ scheme that uses received packet reliability
to optimize throughput over static and time-varying channels
was independently proposed in [16]. All of the previous work
on RB-HARQ [13]–[17] uses the magnitude of the log a posteriori probability (log-APP) ratio computed by the maximum a
posteriori (MAP) [18] algorithm to identify the unreliable bits.
In this paper, we propose RB-HARQ schemes for use in
hostile jamming environments and evaluate the performance
of these schemes. In all of the previous work in which ARQ is
evaluated in the presence of jamming [1]–[12], the set of bits
that are retransmitted is not adapted to the set of bits that are
likely to be jammed or in error. The work presented in this paper
is unique in this sense. The proposed schemes use iterative
MAP algorithms to estimate the probability that a bit is jammed
or in error, and the retransmission is adapted to this set. Iterative
estimation of jamming probability and jamming parameters
is considered in [19] and [20]. Other related work includes
iterative estimation of the fading levels for frequency-hopped
spread-spectrum networks using a MAP algorithm [21]. The
MAP algorithm was used to solve the problem of jointly demodulating and decoding a serially concatenated system in the
absence of channel side information (CSI) in [22].
The main contribution of this paper is to develop RB-HARQ
schemes that improve communication performance in hostile
jamming environments by taking advantage of decoder estimates of bit reliabilities and jamming probabilities. The proposed schemes do the following:
• use the log-APPs of the information bits and/or the
log-APPs of the jammer states to identify bits that are
unreliable;
• use iterative MAP algorithms to estimate the probability
that each bit is jammed, as well as the reliability of each
bit;
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Fig. 1.
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Communication scenario.

Fig. 3. Two-state Markov model for jammer.

State 1 indicates that the jammer is on and the code symbol is
jammed. The proportion of time for which the jammer is active
represents the expected value of
is specified as , and
the time (in terms of number of code symbols) spent in the
jamming state before returning to the unjammed state. The four
, shown in Fig. 3
transition probabilities , where
.
can be calculated from and
The power spectral density (PSD) of the thermal noise is
. The jamming PSD is
. However, as the jammer
is only active for proportion of all time, the effective jam. Thus, the total
ming PSD when the jammer is active is
PSD of the noise (thermal noise and jammer noise) in state 1 is
. Let
denote the energy per modulation symbol. Matched-filter reception is assumed. Then, if the
jammer is in state 1 at time , the received symbol can be modeled by
Fig. 2. System model.

(1)
•

adapt the retransmission based on the output of these
MAP algorithms;
• use optimal run-length arithmetic coding or a suboptimal
but less-complex source coding to compress the retransmission-request packet.
We provide a performance comparison of the proposed
RB-HARQ schemes to conventional HARQ approaches,
including Type-I HARQ in which the entire packet is retransmitted and an incremental-redundancy HARQ in which a
predetermined set of bits is retransmitted.
II. SYSTEM MODEL
Consider the communication scenario shown in Fig. 1 in
is communicating with a destination
which a source
in the presence of a partial-time jammer . We consider an
and experience different
asymmetric situation in which
levels of jamming. In particular, we focus on the scenario
is experiencing high jamming
illustrated in Fig. 1 in which
levels compared with .
The system model for the above communication scenario
is shown in Fig. 2. We consider packetized communication in
which packets at are encoded using a convolutional code for
transmission to . Code symbols are modulated using binary
phase-shift keying (BPSK) and received in the presence of
white Gaussian thermal noise and time-varying jamming. The
jammer is modeled using a discrete-time two-state Markov
model as shown in Fig. 3. If at time the jammer is in state
0, then the code symbol transmitted at time is not jammed.

is the transmitted code symbol, which takes values
where
represents the contribution from thermal
from 1. Here,
noise and is a zero-mean Gaussian random variable with
. The jamming is modeled as a Gaussian
variance
random variable
that has zero mean and variance
.
Thus, the total variance of the noise plus jamming is given by
.
A. MAP Estimation Algorithms
The destination radio uses MAP algorithms to estimate the
jammer state for each received symbol and to decode the received packet. The use of the channel interleaver prevents the
application of a single MAP algorithm to a hyper-trellis containing the states of the convolutional code and the jammer.
Therefore, we consider two MAP algorithms connected in a
feedback loop, as shown in Fig. 2. The estimation of the jammer
state and impact on MAP decoding is considered briefly in Section IV and in detail in [19] and [20]. We provide a brief review
of these algorithms and their interaction, and then describe how
they are impacted by the ARQ transmissions.
Consider first the MAP algorithm for estimating the jammer
state. In the absence of any CSI, the parameters of the jamming
and
) can also be estimated using the
signal ( ,
Baum–Welch algorithm (cf. [19] and [20]). We briefly consider
the case where the parameters of the jamming signal are known,
as it offers some insight into the processing used in this paper.
At each time , the destination computes the log-APP ratio
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for the jammer state given the received codeword , which is
given by
(2)
dewhere is the received codeword in noise and
notes the jammer state at time instant . This calculation is performed using the BCJR algorithm [18] operating on the received
symbols in the order in which they are transmitted. The branch
metric connecting jammer state to jammer state at time is
given by

(3)
where
and
represent the received and transmitted code
corresponds
symbols, respectively, at time . Note that
to one of the four transition probabilities shown in Fig. 3.
The forward- and backward-looking state probabilities are
determined in the usual way from the branch metrics. The
and
are set to 0.5
probabilities
in the first iteration, and are updated in later iterations according
to the a posteriori estimates produced by the MAP algorithm
for decoding the message.
The BCJR algorithm for the message computes the log-APP
given
ratio for each information bit

If the received packet is in error after decoding, sends a retransmission-request packet to through the feedback channel.
In this paper, we assume perfect packet error detection and an
error-free feedback channel. The retransmission-request packet
contains information about the set of bits that are estimated to
be unreliable. The set of unreliable bits is identified using the
log-APPs for the jammer states and information bits, which are
computed using (2) and (4), respectively. The source encoder
is used to compress the retransmission request packet.
at
decodes the retransmission-request packet and then retransmits
the requested set of code symbols. Noisy (and possibly jammed)
versions of the retransmitted code symbols are received at the
receiver and combined in an optimal manner with the previand
be the two
ously received copies as follows. Let
received copies of the symbol after the first and second transmission, respectively. The received log-likelihood ratio (LLR)
is given by
for symbol
(7)
is the variance
if the jamming state is known exactly. Here,
of the noise plus jamming for the th received copy of . If the
jamming state is not known exactly, then
(8)
where each of the four terms is averaged over the two possible
jamming states as follows:
(9)

(4)
Note that this BCJR algorithm operates in the order of the original code symbols before interleaving (i.e., in the order of the
deinterleaved received symbols). We assume the use of a rate 1/2
convolutional code. Then, the metric for the branch connecting
state to state is
(5)
and
are the matched-filter outputs for the two
where
code symbols corresponding to the th message bit, . Here,
is the a priori probability of information
bit , which is taken to be 0.5. Note that
and
depend on whether the symbol is jammed. Let
and
be the states of the jammer for the received code symbols
and
, respectively, where
if the symbol is
jammed and
, otherwise. Then

where

is approximated by

.

III. RELIABILITY-BASED HYBRID ARQ SCHEMES
Consider the packet error rate for coded communication in
the presence of a partial-time jammer. Let be the total number
conof information bits plus tail bits encoded with a rate
volutional code. Then, for soft-decision, maximum-likelihood
(ML) decoding, an upper bound on the packet error probability
is given by [23], [24]
(10)
where
is the number of error events of weight and
is the
pairwise error probability (PEP) for two codewords separated
by Hamming distance . Consider the performance of a system
that does not employ ARQ. Assume that an ideal interleaver is
used in which the jamming symbols at the input to the decoder
experience independent jamming. Then, the PEP is given by

(6)
where we are approximating the probability of jamming as independent from symbol to symbol, although this will not be true
for a finite interleaver. As explained previously,
and
are estimated using the MAP algorithm for
the jammer state.

(11)
is the number of symbols that are jammed out of the
Here,
total symbols that make up the error event. As in Section II,
, and
.
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An upper bound and good approximation for (11) is [25]

(12)
where

retransmission is adapted based on the bit reliabilities
of the bits in the packet. We determine whether a bit should
be retransmitted by comparing an estimate of the probability
of error for the bit to a target bit error probability. For example, packet error probabilities of 10 result in a negligible
degradation in throughput. So, we can choose a target bit error
probability that will result in packet error probabilities below
10 . The probability of bit error for an information bit can
be estimated as the minimum of the a posteriori probabilities,
which is given by

(13)
Then, it is simple to show that the maximum term in the sum, where
mation in (12) is for

For fixed
and , as
increases
, and
the performance will be dominated by the event that all code
symbols are jammed. Thus, to ensure maximum asymptotic gain
from a HARQ scheme, all jammed symbols should be retrans, retransmitting unjammed symbols will
mitted. At high
provide a small performance gain and, thus, the number of symbols to be retransmitted can be reduced by not retransmitting
symbols that are unjammed.
We use the MAP algorithm for the jammer state to estimate
which symbols are jammed and the MAP algorithm for the
message to estimate which bit decisions are reliable. We first
consider RB-HARQ strategies that use this information to
retransmit a fixed number of bits in response to a decoding
error. By combining the two reliability measures, we propose
several HARQ strategies that request retransmission for some
set of bits that is determined to be unreliable.
1) In RB-HARQ(J), the destination uses only the jamming
to decide which code symbols are
information
jammed. In the absence of perfect jammer state informaand
tion, a symbol is estimated to be jammed if
is estimated to be unjammed, otherwise. The information
about the set of code symbols is conveyed to the source,
which retransmits the code symbols that the destination
estimates to be jammed.
2) In RB-HARQ(R), the destination uses only the reliability
to decide which information bits are unreliable.
The information about the set of such unreliable information bits is conveyed to the source. The source then retransmits the code symbols corresponding to those information bits.
and
3) In RB-HARQ(R+J), the destination uses both
to determine those information bits which have the
and also have one or both code symleast value of
bols jammed. Information about the set of such information bits is conveyed to the source, which then retransmits
the code symbols corresponding to such bits.
We also consider an RB-HARQ scheme that adapts the
number of bits to be retransmitted based on reliability information. In the RB-HARQ(R-A) scheme, the size of the

to achieve a specified
The required probability of bit error,
packet error probability will depend, in general, on a number of
, the jammer parameters, and
different parameters like
the number of retransmissions allowed. For the work presented
which
in this paper, simulations are used to find the value of
achieves the desired .
We compare these RB-HARQ approaches to conventional
approaches in which the set of retransmitted symbols is not
adapted based on reliability information. We consider Type-I
HARQ schemes in which the entire packet is retransmitted in response to error detection. We consider both the original Type-I
HARQ (in which the new packet replaces the previous packet)
and Type-I HARQ with packet combining. These schemes retransmit significantly more bits than the RB-HARQ schemes
that we propose, so we also consider a HARQ scheme that does
not use reliability information and that retransmits the same
number of bits as our RB-HARQ scheme. The schemes that we
consider transmit either a random set of bits or a set of bits that
is uniformly spaced throughout the packet so as to achieve the
same overhead as our reliability-based schemes. This approach
is analogous to incremental redundancy hybrid ARQ schemes
that are used with punctured codes, in which the symbols to be
transmitted are selected uniformly from the set of code symbols
that were not previously transmitted.
A. Analysis of Probability of Packet Error for HARQ
We provide a brief analysis of several of the HARQ schemes
discussed above. In this section, we derive an upper bound on
the probability of packet error after a single retransmission for
each scheme, but the bounds are easily extended to multiple
retransmissions. We make several assumptions that differ from
our simulations in order to make the analysis feasible. Our
upper bounds are calculated based on codeword ML decoding.
However, for the simulation results, we employ bitwise MAP
decoding. For sufficiently high signal-to-noise ratio, these
will match very closely, as the BCJR algorithm becomes
more closely approximated by its max-log-MAP form. The
max-log-MAP form has been shown to be equivalent to the
soft-output Viterbi algorithm, a codeword ML algorithm [26].
In addition, we calculate the bound under the assumption of
ideal interleaving, although for most of our simulation results
we use finite, rectangular interleaving.
We first consider conventional approaches to HARQ. For
Type-I HARQ without packet combining, the packet error
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probability after one retransmission is given by
, where
is given in (10). For Type-I HARQ with packet combining,
each symbol is received twice, and the packet error probability
can be determined from (11) with PEP given by

(14)
We now consider HARQ schemes that do not retransmit the
entire packet. The analysis at the beginning of this section indicates that the asymptotic performance will be dominated by
denote the total
the set of jammed symbols. Let
number of transmitted bits. Then before retransmission, the ex, so we conpected number of symbols that are jammed is
strain the average number of symbols to be retransmitted to also
.
equal
We consider a conventional approach to incremental redunbits are uniformly
dancy HARQ (IR-HARQ) in which the
spaced throughout the entire packet. For the purposes of analysis, we model this as a system in which a random set of symbols is retransmitted such that the average number of symbols
. Any given symbol is independently seretransmitted is
lected to be retransmitted with probability . The PEP after retransmission for this HARQ scheme is given by

HARQ). In each case, soft combining is employed. For example
with three retransmissions, the first retransmission will consist
of those bits that are estimated to be jammed in the original
transmission. If the packet can still not be decoded successfully,
the entire packet is retransmitted. In the third retransmission,
only those bits that were jammed during the previous transmission will be retransmitted. The PEP for this scheme is

(17)
As in (16),
denotes the number of symbols that are jammed
in the first retransmission. All of these
symbols are retransdenotes the number of those symbols that are
mitted, and
jammed. Similarly, the entire packet is retransmitted in the
denotes the number of symbols
second retransmission, and
that are jammed. All of these
symbols are retransmitted in
the third iteration, and denotes the number of those symbols
that are jammed.
B. Size of Retransmission-Request Packet

(15)
where
of the symbols in the error event are randomly sesymbols that
lected for retransmission. Then, of the total
are transmitted in either the original transmission or the retransmission, denotes the number of symbols that are jammed.
In the RB-HARQ(J) approach, the set of symbols to be retransmitted depends on the set of symbols that is estimated to
be jammed. Assuming perfect knowledge of the jamming state,
the PEP after one retransmission is

(16)
where is the number of symbols out of that are jammed before the retransmission. All the jammed symbols are retransmitted, and of them are jammed during the retransmission.
With the RB-HARQ(J) scheme, there is a question of what to
do if we allow further retransmissions. If we request that only
the jammed symbols from the previous transmission are resent,
then after transmissions, only symbols will be requested for
retransmission. This number may be very small (for example
will contain only 6.4%
the third retransmission with
of the symbols in the packet). So, we consider an alternative
.
approach that can provide a higher throughput at low
For RB-HARQ(J) with multiple retransmissions, the source alternates between retransmitting the symbols that are estimated
to be jammed and retransmitting the entire packet (as in Type-I

In conventional HARQ, it is theoretically possible for a single
feedback bit to be sent from the receiver to the transmitter to indicate an acknowledgment (ACK) or negative acknowledgment
(NACK). In practice, unless this bit is piggybacked on a data
packet, the ACK or NACK typically uses much more resources
including a synchronization preamble and medium access control (MAC) address information for the sender and receiver. In
our results, we consider the best-case scenario of single feedback bit for the conventional HARQ schemes so that our results
are not tied to a particular system.
In the RB-HARQ schemes considered in this paper, the feedback packet is larger, as it contains information about the set
of unreliable bits. In order to evaluate the throughput, we first
evaluate the size of the retransmission-request packet. We calculate the expected value of the size of the retransmission-request
packet for RB-HARQ schemes under different approaches to
compress the retransmission-request packet.
Size of Retransmission-Request Packet With Transmission
of Uncompressed Bit Indices: Recall that for the RB-HARQ
schemes with fixed retransmission size, the number of bits to be
retransmitted is equal to the expected number of jammed code
. The simplest
symbols per packet, which is given by
(and one of the least efficient) ways to design the retransmission-request packet is to provide the source with a list of
the bits to be retransmitted. As an alternative, the retransmission-request packet can be equal to the size of the transmitted
, with a 1 in the position of each symbol
packet,
to be retransmitted and 0 in the other positions. The number of
bits required to represent the position of a code symbol is equal
, where
denotes the ceiling operator.
to
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Then, the average size of the retransmission-request packet,
, is given by
denoted by
(18)
Size of Retransmission-Request Packet With Run-Length
Arithmetic Coding: Both the bit reliabilities and jamming
states are correlated over time and, thus, are amenable to
compression. The jamming states are Markovian and, thus, can
be optimally compressed using arithmetic run-length coding
[27], [28] for a Markov source. Bit reliabilities can also be
treated as approximately Markovian and thus can also be
compressed in a similar way. However, modeling and compression of bit reliabilities is beyond the scope of this paper.
Consider the RB-HARQ(J) scheme. Once the receiver has
identified the jammed symbols, it can use the estimates of the
jamming parameters in the arithmetic run-length source coding
process. The compression rate achievable using the arithmetic
run-length coding is equal to the entropy rate of the Markov
source, which is given by
(19)
where
and
are the entropy of state 0 and 1, reof state is given
spectively, of the jammer. The entropy
by the standard entropy of a binary source with output probabiland
, corresponding to the transition probabilities
ities
from state in Fig. 3. The expected size of the retransmission-request packet is then given by
(20)
Size of Retransmission-Request Packet With Simple Compression: Because of the complexity of arithmetic coding and decoding, as well as the need to accurately estimate the transition probabilities of the hidden Markov model for the jammer
in order to achieve optimal compression, we propose the following suboptimal scheme for use with RB-HARQ(J). In this
simple compression scheme, the retransmission-request packet
consists of the start and end positions of all the bursts of jammed
symbols. Here, a burst of jammed symbols is a consecutive sequence of jammed symbols such that the symbols immediately
before and after the burst are unjammed. To calculate the size of
the retransmission-request packet with simple compression, we
first calculate the average number of bursts of jammed symbols
in the received packet.
be the number of bursts in the received packet and
Let
represent the state of the jammer at time . Let
be
the number of bursts starting at time , where a burst is defined
and
or if
and
to start at time if either
. Then

(21)

where and are the steady-state probabilities of the jammer
being in state 0 and 1, respectively. Thus, the average size of the
retransmission-request packet is the expected number of bursts
multiplied by the number of bits required to represent the start
and end positions of the bursts, which is given by
(22)

IV. PERFORMANCE OF ESTIMATION ALGORITHM
We assume that knows the statistics of the thermal noise,
but in general does not have any CSI about the jamming state,
the transition probabilities, and the PSD in the jamming state.
This information about the jamming needs to be accurately estimated for best performance in decoding the packet. In this section, we show the performance of the iterative MAP algorithm
for jamming estimation and decoding. For all of the results presented in this paper, the code used for transmission from to
is a rate 1/2, constraint length
convolutional code with
generator polynomials 554 and 744 (in octal). In all of the results, the total block size is 1000 information bits, including the
tail bits. Except where noted, the coded bits are interleaved using
a rectangular interleaver of size 45 45. The retransmission
process effectively reduces the code rate and, hence, increases
the received energy per bit, , at the receiver. We present results in terms of the channel symbol energy-to-noise density
and the average symbol-energy to jammer-noise
ratio
. These ratios remain constant during the
density ratio
ARQ process.
The parameters of the Markov chain for the jammer are
and
. For the case of no CSI, all of the jamming parameters are estimated using the Baum–Welch/BCJR
algorithm. The Baum–Welch algorithm requires some initial estimate to distinguish the densities emitted by the two states. We
use the initial estimate that the variance in the jamming state is
twice the variance in the unjammed state.
We can measure the performance of the estimation and detection algorithm directly in terms of the probability of miss
and probability of false alarm. The probability of miss is calculated as the ratio of the number of symbols that are jammed
and not detected to be jammed to the number of symbols that
are jammed. The probability of false alarm is calculated as the
ratio of the number of symbols that are unjammed and detected
to be jammed to the total number of unjammed symbols. These
performance metrics are illustrated in Fig. 4 for the estimation
dB. The perforalgorithm after ten iterations at
mance of the ML estimation algorithm is compared with the
performance of jamming detection with perfect knowledge of
all the jammer parameters including the transition probabilities,
, and .
the average jammer PSD
The performance of the decoding algorithm has been shown
to be most sensitive to misses in jamming detection, in which a
jammed symbol is identified as unjammed [20]. The results in
dB, the iterative MAP algoFig. 4 show that for
rithm with ML estimation achieves probability of miss less than
greater than 0 dB. Detection with
0.05 for all values of
estimation of all parameters performs as well as detection when
.
all parameters are known except at very low values of
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Fig. 4. Probability of miss and false alarm of jammed symbols when all
jamming parameters must be estimated in comparison to when all jamming
parameters are known at E =N = 3 dB.

0
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Fig. 6. Probability of packet error for RB-HARQ(J), Type-I HARQ and
retransmission of a random set of symbols,  = 0:4 and E =N = 3 dB.

0

The results in this section show that iterative parameter estimation achieves very good performance and that having to estimate the jamming parameters does not significantly degrade
the performance of RB-HARQ. In the next section, we compare
the performance of the different proposed RB-HARQ schemes
with conventional HARQ schemes. We show the results in terms
of probability of packet-error and assume perfect CSI for these
results.
V. PERFORMANCE RESULTS

Fig. 5. Probability of packet error for RB-HARQ(J) with estimation of
jamming parameters or perfect CSI,  = 0:4 and E =N = 3 dB.

0

This is because at low values of
, the variance of the
is comparable to the variance,
of the
thermal noise,
jammer signal. Thus, it is difficult to detect whether a symbol is
, the packet error probjammed. However, at such low
ability will be very high with even perfect knowledge of the
jammer state. The results in Fig. 4 show that the ML estimation algorithm achieves a probability of false alarm of less than
greater than 1 dB. The performance
1% for all values of
of ML estimation, in terms of false alarm probability, is close to
the performance when the jammer parameters are known.
The results in Fig. 5 show the probability of packet error at
dB for RB-HARQ(J), which requests retransmission for all symbols that are identified as jammed. The performance of RB-HARQ(J) scheme with estimation of all parameters is compared with the case when the decoder has perfect
CSI. Perfect CSI means that the decoder knows all the jammer
parameters and which symbols are jammed. The results show
that the performance of the estimation algorithm is within 0.25
to 0.5 dB of the CSI case.

In this section, we compare the performance of the proposed
RB-HARQ schemes to conventional HARQ schemes. The
convolutional code is the same as in the previous section.
Except where noted, the parameters of the jammer are given
dB,
, and
. We evaluate
by
the performance in terms of packet error probabilities and
throughput.
A. Packet Error Probabilities
We first compare analytical and simulation results for the
after one retransmission for the
probability of packet error
HARQ schemes analyzed in Section III. In the RB-HARQ(J)
scheme, all jammed symbols are retransmitted. We compare the
performance of this approach with three conventional HARQ
schemes. We consider Type-I HARQ with and without packet
combining. These schemes retransmit significantly more bits
than RB-HARQ(J), so we also consider an IR-HARQ scheme
that retransmits a random set of bits such that the average overhead is the same as for RB-HARQ(J). The results of this comparison are illustrated in Fig. 6. The analytical upper bounds are
shown using solid lines, and the simulation results are shown
using dashed lines.
10 , Type-I HARQ
The results show that to achieve
without packet combining provides approximately 1.5 dB gain
over no ARQ. If Type-I HARQ is used with packet combining,
the gain is approximately 6 dB. For the other HARQ results,
the overhead is only 40% of that of the Type-I HARQ schemes.
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Fig. 7. Probability of packet error for different RB-HARQ schemes compared
with Type-I HARQ and conventional HARQ,  = 0:4 and E =N = 0 dB.

The IR-HARQ scheme can achieve
with 1.5 dB
lower
than Type-I HARQ without packet combining.
than incremental
RB-HARQ(J) requires 1.25 dB lower
10 and the
redundancy with random retransmissions at
performance difference increases drastically for lower target
values of . Although RB-HARQ(J) requires approximately
than Type-I HARQ with packet com1.2–1.6 dB higher
bining, it only retransmits 40% of the bits of Type-I HARQ.
The results also show that the upper bounds computed using
(10) and (14)–(16) provide very tight bounds on the packet
error probabilities.
For the remainder of the results, the channel symbols are
45 rectangular bit interleaver. For
interleaved using a 45
these results, the conventional IR-HARQ scheme transmits a
uniformly spaced set of bits. The results in Fig. 7 illustrate
the packet error rate for different RB-HARQ and conventional
dB. The average
HARQ schemes. For these results
number of symbols retransmitted in response to NACK is equal
(the expected number of jammed symbols)
to
for all of the HARQ schemes except for Type-I HARQ in which
the entire packet is retransmitted.
The results in Fig. 7 show that all three RB-HARQ schemes
achieve better performance than the conventional HARQ
approaches that do not employ reliability, except for Type-I
HARQ with packet combining, which retransmits significantly
more symbols. To achieve a packet error rate of less than 10 ,
for RB-HARQ is at least 3 dB less than for
the required
IR-HARQ, which retransmits the same number of symbols but
does not use reliability information. RB-HARQ(R+J) achieves
the best performance because it uses both the log-APPs to
decide which symbols are to be retransmitted. This scheme
performs about 0.25 dB better than RB-HARQ(J) in which all
jammed symbols are retransmitted. Among all the proposed
RB-HARQ schemes, RB-HARQ(R) that selects the bits to be
performs the worst. This
retransmitted based only on
, the performance is limited
because at high values of
by the jamming, as shown in the analysis in Section III. Since

Fig. 8. Probability of packet error for adaptive and fixed RB-HARQ,  = 0:4,
and E =N = 3 dB.

0

RB-HARQ(R) retransmits both code symbols for information
and one or both of these
bits that have low values of
code symbols are unjammed, some jammed symbols will not
be retransmitted because the total number of retransmitted
symbols is equal to the average number of jammed symbols.
The residual set of jammed symbols results in an error floor for
.
high
In Fig. 8, we consider the RB-HARQ(R-A) scheme, in
which the number of bits to be retransmitted is adaptively
selected based on a specified target packet error probability
. For these results only one retransmission is considered.
As discussed in Section III, offline simulations were used
10
to determine that a target bit error probability
achieves
10 . Using (13), this translates to requiring
. The results
retransmission for all bits with
in Fig. 8 illustrate the packet error probability achieved at
dB for RB-HARQ(R-A), RB-HARQ(J), and
Type-I HARQ with and without packet combining. The results
dB, none of the schemes are able
show that for
to achieve the target packet error probability of 10 . For
dB, the adaptive retransmission scheme does
. The real effect
achieve packet error probabilities below
of adaptive RB-HARQ is that the average number of symbols
increases. We study
to be retransmitted decreases as the
this in terms of its effect on throughput in the next subsection.
B. Throughput Results
We now compare the throughput performance of RB-HARQ
and conventional HARQ schemes. We first consider the performance of RB-HARQ(J) that retransmits all the jammed code
symbols. Throughput is defined as the ratio of the number of
bits per packet to the expected number of coded bits that must
be transmitted to achieve correct decoding of the packet. Thus,
the throughput is given by
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Fig. 9. Throughput for RB-HARQ, Type-I HARQ and conventional (uniform)
HARQ, after three retransmissions at  = 0:4 and E =N = 3 dB.

Fig. 10. Throughput of adaptive RB-HARQ(R), RB-HARQ(J), Type-I
HARQ, and conventional (uniform) HARQ,  = 0:4 and E =N = 3 dB.

where is the number of information bits in a packet, is the
expected number of coded symbols that are transmitted in both
is the probability
directions during the HARQ process, and
of packet success by the end of the HARQ process. For these
results, we consider up to three retransmissions. If the packet is
still in error after three retransmissions, then the whole packet
is retransmitted and the HARQ process starts over.
The results in Fig. 9 show the throughput of RB-HARQ(J)
dB.
and the conventional HARQ schemes for
As previously discussed, RB-HARQ(J) alternates between retransmitting the set of symbols that are estimated to be jammed
and complete packet retransmission (as in Type-I HARQ). The
size of the retransmission-request packet for the conventional
HARQ scheme is taken to be 1 bit. The size of the retransmission-request packet for RB-HARQ is calculated using the
formulas in Section III-B. The size of the retransmission-request packet composed of bit indexes (no compression) is 2000
bits. The average size of the retransmission-request packet
compressed using arithmetic run-length coding, calculated
using (20) is 282 bits. Thus, using arithmetic coding helps in
reducing the size of retransmission-request packet by almost
85%. For RB-HARQ(J) with the simple compression scheme,
the average size of the retransmission-request packet is 462 bits.
The results in Fig. 9 show that despite larger retransmission-request packets, RB-HARQ(J) technique that uses compression
achieves better throughput than all the other HARQ techniques
dB. At very low values of
for all values of
dB , Type-I HARQ with packet combining
performs around 0.5 dB better than RB-HARQ(J) because in
this regime, the performance gain from retransmitting more
symbols outweighs the additional overhead of retransmitting
the entire packet. The results also show that using the simple
compression scheme for the retransmission-request packet
achieves throughput close to that achieved by using optimal
arithmetic run-length coding.
The results in Fig. 10 show the throughput for
RB-HARQ(R-A) in comparison with RB-HARQ(J) and
the conventional schemes. Recall that in RB-HARQ(R-A),

the number of retransmitted bits is adaptively selected to
achieve some target error probability. For these results, up
to three retransmissions are allowed, and simulations were
that achieves the maximum
carried out to find the target
throughput. It was observed that a target bit error probability of
10 offered the best throughput for the range of
and jammer parameters considered in our work. We show
two curves for RB-HARQ(R-A), one in which the overhead
is determined based on the retransmission-request packet
consisting of the bit indexes of all symbols to be retransmitted
(no compression) and one in which that overhead is ignored.
Our reason for including the results without the overhead is
twofold. First, in many cases, it might not be desired to treat
the overhead of the retransmission-request packet the same as
the forward transmission because that link is assumed to not be
jammed. Second, although outside of the scope of this paper,
compression can be applied to this retransmission-request
packet, and the results we present represent upper and lower
bounds on the performance with compression. The results
show that if the overhead in the retransmission-request packet
can be ignored or significantly reduced through compression,
then RB-HARQ(R-A) achieves the best throughput at all values
. This is because adaptive RB-HARQ(R) adapts the
of
size of retransmission to the reliability of the received bits. It
to achieve correct decoding
retransmits more bits at low
while
of the packet and retransmits fewer bits at high
still achieving a sufficiently low . Even when we account
for the size of uncompressed retransmission-request packet
in throughput calculations, adaptive RB-HARQ(R) performs
better than conventional HARQ and Type-I HARQ that does
.
not use packet combining for the entire range of
Finally, we investigate the effect of different values of
on the performance of the various HARQ techniques. The
results in Fig. 11 compare the throughput of RB-HARQ(J) and
RB-HARQ(R-A) with the conventional HARQ schemes
dB,
as a function of . For these results
dB, and
. The results show that if
we neglect the overhead in the retransmission-request packet,

0

0
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the overhead of the retransmission-request packet can be neglected. Thus, adaptation in the HARQ scheme based on reliability is shown to be an effective means for dealing with hostile
jamming.
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